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1. Digital Pathogen: Why Cyber Hygiene Is No Longer 
Optional 

GS Paper III – Internal Security: Cybersecurity, Cybercrime and Digital 
Infrastructure 

Context: Rapid digitalisation has increased India’s exposure to 
cyberattacks, making cyber hygiene essential for protecting financial 
systems, personal identities and public trust. 



1. Understanding Cyber Hygiene 

Cyber hygiene refers to routine practices adopted by individuals and 
organisations to secure digital devices, networks and personal information 
against cyber threats. 

2. Key Data: India’s Cybersecurity Vulnerability 

1.​ Data breach cost: Average cost of a data breach in India reached 
₹25.5 crore in 2026, a 15.9% increase over the previous year. 

2.​ Records compromised: Around 39,500 records were compromised 
per breach, compared with 38,200 in the previous year. 

3.​ Banking fraud: Reserve Bank of India data for 2023–24 recorded 
36,075 bank fraud cases involving ₹13,930 crore. 

4.​ Digital payments: Unified Payments Interface (UPI) processed 
around 186 billion transactions in 2024–25. 

5.​ Cyber-fraud losses: Reported losses increased from ₹551 crore in 
2021 to ₹22,848 crore in 2024, before marginally declining in 2025. 

3. Major Cybersecurity Risks 

1.​ Financial fraud: Phishing, identity theft and unauthorised banking 
transactions. 

2.​ Data breaches: Exposure of sensitive personal, financial and 
institutional information. 

3.​ Supply-chain attacks: Vulnerabilities in banks, technology vendors 
and payment intermediaries can compromise interconnected 
systems. 

4.​ Digital infrastructure threats: Attacks on UPI, mobile banking, 
internet banking and digital lending platforms can disrupt essential 
financial services. 

5.​ Loss of public trust: Repeated cyberattacks undermine confidence 
in digital banking and public digital infrastructure. 

4. Strengthening Cyber Hygiene: Way Forward 



1.​ Individual security: Strong passwords, password managers and 
multi-factor authentication. 

2.​ Regular updates: Timely software updates, security patches and 
avoidance of suspicious links. 

3.​ Data protection: Encryption and secure handling of personal and 
financial information. 

4.​ Institutional preparedness: Regular penetration testing, phishing 
simulations and cybersecurity audits. 

5.​ Incident response: Strong monitoring, timely reporting and 
coordinated response mechanisms involving banks, technology 
vendors and regulators. 

5. UPSC Mains PYQ 

GS Paper III – 2017 (10 Marks) 

“Discuss the potential threats of Cyber attack and the security framework to 
prevent it.” 



 



 

2. INDIA–BANGLADESH GANGA WATER TREATY: 
RENEWAL AND HYDRO-DIPLOMACY 

GS Paper II – International Relations: India–Bangladesh Relations | 
Neighbourhood First Policy | Transboundary River Cooperation 

Context: The 30-year Ganga Water Treaty, signed in December 1996, 
expires on 12 December 2026, making its renewal crucial for bilateral 
relations and regional water security. 

1. Ganga Water Treaty, 1996: Key Provisions 

1.​ Signatories: India and Bangladesh signed the treaty in December 
1996. 

2.​ Duration: 30 years, ending on 12 December 2026. 



3.​ Objective: Equitable sharing of Ganga waters, particularly during the 
dry season. 

4.​ Institutional mechanism: The Joint Rivers Commission (JRC) 
facilitates bilateral discussions on shared rivers and water-related 
concerns. 

5.​ Renewal: Requires technical consultations and political consensus 
between the two countries. 

2. Current Developments 

1.​ Treaty renewal: India has stated that an established bilateral 
mechanism exists to discuss the Ganga and other transboundary 
rivers; no formal renewal update has been announced. 

2.​ Diplomatic engagement: India has invited Bangladesh Prime 
Minister Tarique Rahman to New Delhi, but the proposed visit and 
renewal process remain uncertain. 

3.​ Political context: Political developments in Bangladesh and Sheikh 
Hasina’s stay in India since August 2024 have complicated bilateral 
engagement. 

4.​ India’s position: India has expressed its commitment to a positive, 
constructive and forward-looking relationship with Bangladesh. 

3. Major Challenges 

1.​ Water-sharing disputes: Equitable distribution during lean seasons 
and competing water requirements. 

2.​ Political uncertainty: Changes in leadership and bilateral political 
relations can delay negotiations. 

3.​ Hydrological concerns: Seasonal variations, inadequate 
data-sharing and changing river flows. 

4.​ Livelihood security: Dependence of agriculture, fisheries and 
riverine communities on water availability. 

5.​ Ecological sustainability: Balancing human requirements with 
riverine ecosystem conservation. 

4. Way Forward: From Hydro-Politics to Hydro-Cooperation 



1.​ Institutional dialogue: Strengthen the Joint Rivers Commission and 
expedite treaty-renewal negotiations. 

2.​ Scientific cooperation: Share hydrological data and undertake joint 
river-basin assessments. 

3.​ Equitable water management: Adopt a mutually acceptable 
framework that considers the needs of both countries. 

4.​ Climate resilience: Cooperate on floods, droughts, sediment 
management and changing river flows. 

5.​ Neighbourhood diplomacy: Make shared rivers a platform for 
trust-building and regional cooperation. 

5. UPSC Prelims PYQs 

Q1. (UPSC Prelims 2017) With reference to river Teesta, consider the 
following statements: 

1.​ The source of river Teesta is the same as that of Brahmaputra but it 
flows through Sikkim. 

2.​ River Rangeet originates in Sikkim and is a tributary of river Teesta. 
3.​ River Teesta flows into the Bay of Bengal on the border of India and 

Bangladesh. 

Which of the statements given above is/are correct? 

(a) 1 and 3 only​
 (b) 2 only​
 (c) 2 and 3 only​
 (d) 1, 2 and 3 

Answer: (b) 2 only 

Q2. (UPSC Prelims 2020) Consider the following statements: 

1.​ The value of Indo-Sri Lanka trade has consistently increased in the 
last decade. 

2.​ Textile and textile articles constitute an important item of trade 
between India and Bangladesh. 



3.​ In the last five years, Nepal has been the largest trading partner of 
India in South Asia. 

Which of the statements given above is/are correct? 

(a) 1 and 2 only​
 (b) 2 only​
 (c) 3 only​
 (d) 1, 2 and 3 

Answer: (b) 2 only 



 



3. NEED FOR A UNIFIED NATIONAL URBANISATION 
POLICY 

GS Paper I – Indian Society: Urbanisation, Rural–Urban Continuum​
 GS Paper II – Governance: Decentralisation, Urban Local Bodies and 
Institutional Reforms​
 GS Paper III – Economy: Urban Infrastructure and Sustainable 
Development 

Context: India’s urban growth is increasingly extending beyond officially 
notified municipal boundaries. The absence of an integrated urbanisation 
framework has created gaps in planning, governance, infrastructure and 
financing. 

1. India’s Urbanisation: The Changing Reality 

1.​ 2027 Census: Urban classification will continue to use the 2011 
framework:​
 

○​ Statutory towns: settlements notified as urban by the 
government. 

○​ Census towns: population of at least 5,000; density of at least 
400 persons per sq. km; and at least 75% of male main workers 
engaged in non-agricultural activities. 

2.​ 2011 Census: India had 377 million urban residents, 4,041 statutory 
towns and around 1,000 census towns. 

3.​ Functional urbanisation: The Economic Survey 2026 estimates that 
satellite-data-based assessment placed India at 63% urban in 2015, 
highlighting the gap between administrative classification and actual 
urban growth. 

4.​ Future trajectory: The United Nations projects India’s urban 
population could reach 720 million by 2050. 

5.​ Emerging pattern: Peri-urban areas and smaller towns are 
expanding, while urban agglomerations increasingly extend beyond 
municipal boundaries. 



2. Why Is a Unified Policy Necessary? 

1.​ Outdated urban classification: Administrative definitions fail to 
capture functional urban regions and the rural–urban continuum. 

2.​ Peri-urban governance gap: Settlements experiencing urban 
growth often remain under Panchayati Raj Institutions without 
adequate urban infrastructure or planning. 

3.​ Fragmented institutional structure: Municipalities, development 
authorities and panchayats frequently function without effective 
coordination. 

4.​ Infrastructure pressure: Unplanned expansion increases demand 
for affordable housing, public transport, water supply, sanitation and 
waste management. 

5.​ Inadequate municipal finance: Weak own-source revenues and 
limited fiscal capacity restrict infrastructure development. 

6.​ Uneven regional development: Excessive concentration in 
metropolitan cities creates pressure on major urban centres while 
smaller towns remain underdeveloped. 

3. Constitutional and Institutional Framework 

1.​ 74th Constitutional Amendment Act, 1992: Granted constitutional 
recognition to Urban Local Bodies (ULBs). 

2.​ Article 243Q: Provides for Nagar Panchayats, Municipal Councils 
and Municipal Corporations. 

3.​ Article 243W: Provides for the powers and responsibilities of 
municipalities. 

4.​ Article 243ZD: Provides for District Planning Committees to 
consolidate rural and urban development plans. 

5.​ Article 243ZE: Provides for Metropolitan Planning Committees to 
prepare development plans for metropolitan areas. 

6.​ Implementation gap: Inadequate devolution of functions, funds and 
functionaries, alongside overlapping jurisdictions, weakens 
decentralised urban governance. 

4. Key Recommendations for a National Urbanisation Policy 



1.​ Unified urban framework: Develop common principles for 
identifying, classifying and planning statutory towns, census towns 
and functional urban regions. 

2.​ Integrated spatial planning: Align municipal boundaries and 
planning with actual urban expansion, including peri-urban 
settlements. 

3.​ Institutional coordination: Strengthen District and Metropolitan 
Planning Committees and establish mechanisms for coordination 
across tiers of government. 

4.​ Urban financial reforms: Improve property-tax collection, municipal 
revenue mobilisation and predictable intergovernmental transfers. 

5.​ Infrastructure-led development: Prioritise affordable housing, 
public transport, water supply, sanitation and climate-resilient 
infrastructure. 

6.​ Empower smaller cities: Promote Tier-II and Tier-III cities as 
alternative centres of employment, investment and regional growth. 

7.​ Capacity building: Strengthen urban planning expertise, local 
governance institutions and knowledge-sharing. 

5. Important Policy Measures Mentioned 

1.​ Union Budget 2026: ₹5,000 crore allocated to each City Economic 
Region to promote integrated economic development. 

2.​ 16th Finance Commission: Proposed a ₹10,000-crore urbanisation 
stimulus to encourage the merger of adjoining peri-urban villages. 

3.​ National Urbanisation Policy: The proposed framework should 
build on existing constitutional and institutional structures rather than 
create another fragmented delivery system. 

6. UPSC Mains PYQ Linkages – GS Paper I 

Q1. (UPSC 2015 | 12.5 Marks)​
 “Smart cities in India cannot sustain without smart villages.” Discuss this 
statement in the backdrop of rural–urban integration. 



Q2. (UPSC 2023 | 15 Marks)​
 Does urbanisation lead to more segregation and/or marginalisation of the 
poor in Indian metropolises? 

Q3. (UPSC 2025 | 10 Marks)​
 How does smart city in India address the issues of urban poverty and 
distributive justice? 

 



4. SNAIL SHELL COILING: ROLE OF MATERNAL GENES 

GS Paper III – Science & Technology: Genetics and Molecular Biology 

Context: Research on Japanese Euhadra snails shows that shell-coiling 
direction is determined by the mother’s genotype, demonstrating maternal 
effect inheritance. 

1. Important Prelims Facts 

1.​ Shell handedness:​
 

○​ Dextral – clockwise/right-handed coiling. 
○​ Sinistral – anticlockwise/left-handed coiling. 

2.​ Myosin gene: Genetic variants of an unconventional myosin gene 
influence shell-coiling direction. 

3.​ Maternal effect: The mother’s genotype determines the offspring’s 
early developmental pattern, rather than the offspring’s genotype 
alone. 

4.​ Molecular mechanism: Myosin interacts with actin and influences 
cellular organisation and the orientation of cell division during 
embryonic development. 

5.​ Reproductive significance: Opposite-handed snails may face 
difficulty aligning their reproductive organs during mating. 

2. UPSC Prelims PYQ Linkage 

UPSC Prelims 2021 – Hereditary Diseases 

In the context of hereditary diseases, consider the following statements: 

1.​ Passing on mitochondrial diseases from parent to child can be 
prevented by mitochondrial replacement therapy either before or after 
in vitro fertilization of egg. 

2.​ A child inherits mitochondrial diseases entirely from mother and not 
from father. 

Which of the statements given above is/are correct? 



(a) 1 only​
 (b) 2 only​
 (c) Both 1 and 2​
 (d) Neither 1 nor 2 

Answer: (c) Both 1 and 2 

Conceptual linkage: Mitochondrial inheritance is generally maternal, while 
snail shell-coiling illustrates maternal effect inheritance. These are distinct 
genetic concepts. 

 

5. DEATH PENALTY IN INDIA: SUPREME COURT 
GUIDELINES AND DUE PROCESS 



GS Paper II – Polity & Governance: Judiciary, Fundamental Rights and 
Criminal Justice System​
 GS Paper IV – Ethics: Justice, Human Dignity and Fairness 

Context: The Supreme Court has progressively strengthened procedural 
safeguards in death penalty cases, emphasising individualised sentencing, 
reformation and human dignity. 

1. Constitutional and Legal Framework 

1.​ Article 21: No person can be deprived of life or personal liberty 
except according to procedure established by law. 

2.​ Article 14: Ensures equality before law and protection against 
arbitrary sentencing. 

3.​ Section 354(3), CrPC: Death penalty must be imposed only for 
special reasons; life imprisonment is the rule. 

4.​ Bharatiya Nagarik Suraksha Sanhita (BNSS), 2023: Replaced the 
CrPC; Section 393(3) retains the requirement of special reasons for 
awarding death sentences. 

2. Evolution of Supreme Court Jurisprudence 

1.​ Bachan Singh v. State of Punjab (1980): Established the rarest of 
rare doctrine; death penalty should be imposed only when life 
imprisonment is unquestionably foreclosed. 

2.​ Machhi Singh v. State of Punjab (1983): Elaborated the 
circumstances for applying the rarest-of-rare principle. 

3.​ Sangeet v. State of Haryana (2013): Emphasised the need to 
consider the possibility of reform and rehabilitation. 

4.​ Manoj v. State of Madhya Pradesh (2022): Prescribed practical 
guidelines, including mental-health evaluations, custody conduct 
reports and probation officer reports. 

5.​ Vasanta Sampat Dupare v. Union of India (2025): Reaffirmed that 
sentencing hearings must provide a meaningful opportunity to 
present mitigating circumstances. 

3. Major Concerns in Death Penalty Administration 



1.​ Inadequate mitigation assessment: Social, psychological and 
personal circumstances may not receive sufficient consideration. 

2.​ Mechanical sentencing: Death sentences may be imposed without 
meaningful examination of the possibility of reform. 

3.​ Procedural non-compliance: The clipping reports that in 95.18% of 
cases where compliance could be assessed, the procedure 
prescribed in Manoj was not followed. 

4.​ Wrongful convictions: Flawed investigations, unreliable confessions 
and questionable forensic evidence create the risk of irreversible 
injustice. 

5.​ Inconsistent sentencing: Similar cases may receive different 
punishments, raising concerns about fairness and judicial 
consistency. 

4. Way Forward 

1.​ Ensure individualised sentencing and rigorous assessment of 
mitigating circumstances. 

2.​ Make mental-health evaluations and custody conduct reports an 
integral part of sentencing. 

3.​ Provide effective legal representation and meaningful opportunities 
for defence submissions. 

4.​ Strengthen forensic standards and accountability in criminal 
investigations. 

5.​ Ensure strict compliance with Supreme Court guidelines before 
imposing capital punishment. 



 

6. INDIA’S PRIORITIES AT COP31: CLIMATE FINANCE 
AND JUST TRANSITION 



GS Paper III – Environment: Climate Change, Climate Finance and 
International Climate Negotiations 

Context: At COP31 (Antalya, Türkiye; November 9–20, 2026), India will 
push for predictable climate finance, technology transfer and an equitable 
transition, emphasising the financial responsibilities of developed countries. 

1. India’s Key Negotiating Priorities 

1.​ Predictable Climate Finance: Developed countries must fulfil their 
financial obligations towards developing countries. 

2.​ Climate Finance Work Programme: India seeks a decision to 
initiate a dedicated programme at COP31. 

3.​ Technology Transfer: Affordable access to climate-friendly 
technologies for developing countries. 

4.​ Just Transition Work Programme: India supports its continuation 
and opposes uniform, top-down mitigation targets. 

5.​ Nationally Determined Contributions (NDCs): Climate 
commitments must reflect national circumstances and developmental 
priorities. 

2. India’s Position on Climate Negotiations 

1.​ Fossil-fuel transition: India opposes externally imposed fossil-fuel 
phase-out restrictions that disregard national circumstances. 

2.​ Article 9.1, Paris Agreement: Developed countries must provide 
financial resources to developing countries for mitigation and 
adaptation. 

3.​ Nature of finance: Climate finance should be predictable, largely 
public and concessional, without increasing developing countries’ 
debt burden. 

4.​ Global Goal on Adaptation (GGA): Adaptation indicators should 
remain voluntary and should not become conditions for accessing 
climate finance. 

5.​ Simplification of indicators: India highlighted the reduction of 
adaptation indicators from nearly 1,000 to 59. 



3. Important Prelims Facts 

1.​ COP31: 31st Conference of the Parties to the UN Framework 
Convention on Climate Change (UNFCCC). 

2.​ Paris Agreement, Article 9: Deals with climate finance and the 
financial obligations of developed countries. 

3.​ NDCs: Country-specific climate action commitments under the Paris 
Agreement. 

4.​ Just Transition: Ensures that the shift towards a low-carbon 
economy is fair and protects workers and vulnerable communities. 

5.​ Global Goal on Adaptation: Established under Article 7 of the Paris 
Agreement to enhance adaptive capacity, resilience and reduce 
vulnerability. 

4. UPSC Prelims PYQs 

Q1. (UPSC Prelims 2016) With reference to the Agreement at the 
UNFCCC Meeting in Paris in 2015, which of the following statements is/are 
correct? 

1.​ The Agreement was signed by all the member countries of the UN, 
and it will go into effect in 2017. 

2.​ The Agreement aims to limit greenhouse gas emissions so that the 
rise in average global temperature by the end of this century does not 
exceed 2°C or even 1.5°C above pre-industrial levels. 

3.​ Developed countries acknowledged their historical responsibility in 
global warming and committed to donate $1,000 billion a year from 
2020 to help developing countries cope with climate change. 

Select the correct answer using the code given below: 

(a) 1 and 3 only​
 (b) 2 only​
 (c) 2 and 3 only​
 (d) 1, 2 and 3 

Answer: (b) 2 only 



Q2. (UPSC Prelims 2018) “Momentum for Change: Climate Neutral Now” 
is an initiative launched by: 

(a) The Intergovernmental Panel on Climate Change​
 (b) The UNEP Secretariat​
 (c) The UNFCCC Secretariat​
 (d) The World Meteorological Organization 

Answer: (c) The UNFCCC Secretariat 

5. UPSC Mains PYQ Linkages 

GS Paper III 

1.​ 2025 | 15 Marks: Write a review on India’s climate commitments 
under the Paris Agreement (2015) and mention how these have been 
further strengthened in COP26 (2021). In this direction, how has the 
first Nationally Determined Contribution intended by India been 
updated in 2022? 

2.​ 2021 | 15 Marks: Describe the major outcomes of the 26th session of 
the Conference of the Parties (COP) to the UNFCCC. What are the 
commitments made by India at this conference? 

GS Paper II 

3.​ 2022 | 15 Marks: ‘Clean energy is the order of the day.’ Describe 
briefly India’s changing policy towards climate change in various 
international fora in the context of geopolitics. 



 

7. STATE LEGISLATIVE COUNCILS: ROLE, 
SIGNIFICANCE AND REFORMS 

GS Paper II – Polity: State Legislature, Bicameralism and Federalism 

Context: Recent elections to Legislative Councils have revived debate 
over their relevance, legislative contribution and political utilisation. 

1. Constitutional Framework 

1.​ Article 168: Provides for bicameral legislatures in certain States. 
2.​ Article 169: Parliament can create or abolish a Legislative Council 

following a special-majority resolution by the State Assembly. 
3.​ Article 171: Determines the composition of Legislative Councils. 
4.​ Article 172(2): Councils are permanent Houses; one-third of 

members retire every two years. 



2. Composition – Article 171 

Electoral category Share 

Local authorities 1/3 

MLAs 1/3 

Graduates 1/12 

Teachers 1/12 

Governor’s nominees 1/6 

●​ Strength: Minimum 40; maximum one-third of Assembly strength. 
●​ Tenure: Six years; one-third retire every two years. 
●​ Nominated members: Persons with special knowledge or practical 

experience in literature, science, art, cooperative movement and 
social service. 

3. Role and Significance 

1.​ Legislative scrutiny: Acts as a revising chamber, allowing 
reconsideration of Bills and preventing hasty legislation. 

2.​ Expert participation: Brings specialised knowledge in literature, 
science, art, cooperative movement and social service into legislative 
debates. 

3.​ Broader representation: Gives graduates, teachers and local 
authorities a voice in State-level law-making. 



4.​ Institutional continuity: As a permanent House, preserves 
legislative experience and institutional memory. 

5.​ Deliberative governance: Provides an additional forum to scrutinise 
government policies, question decisions and improve legislative 
quality. 

4. Limitations and Concerns 

1.​ Limited powers: Can delay ordinary Bills for a maximum of four 
months but cannot permanently veto them. 

2.​ Money Bills: Can only recommend amendments within 14 days; the 
Assembly has the final authority. 

3.​ Political patronage: May be used to accommodate defeated 
politicians. 

4.​ Financial burden: Creates additional expenditure for State 
governments. 

5.​ Institutional duplication: May repeat legislative discussions without 
proportionate contribution. 

5. Reforms and Way Forward 

1.​ Second Administrative Reforms Commission: Recommended 
transforming Legislative Councils into Councils of Local 
Governments, with members elected exclusively by local body 
representatives. 

2.​ Merit-based representation: Ensure meaningful participation of 
experts and professionals. 

3.​ Strengthen legislative scrutiny: Improve committee functioning, 
research support and quality of debate. 

4.​ Performance accountability: Assess members’ attendance, 
participation and legislative contribution. 

5.​ Rational creation: Establish Councils based on State-specific 
institutional requirements rather than political considerations. 

6. UPSC Previous-Year Questions 

Mains – GS Paper II, 2021 (15 Marks) 



“Explain the constitutional provisions under which Legislative Councils are 
established. Review the working and current status of Legislative Councils 
with suitable illustrations.” 

Prelims – 2015 

Consider the following statements: 

1.​ The Legislative Council of a State in India can be larger in size than 
half of the Legislative Assembly of that particular State. 

2.​ The Governor of a State nominates the Chairman of the Legislative 
Council of that particular State. 

Which of the statements given above is/are correct? 

(a) 1 only​
 (b) 2 only​
 (c) Both 1 and 2​
 (d) Neither 1 nor 2 

Answer: (d) Neither 1 nor 2. 
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